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Abstract 

This review identifies current literature and research in the area of Bring Your Own Device (BYOD) 
technology, asking the following questions: 
 
What is BYOD? Who are the main users? What are the benefits for BYOD in a vocational and higher 
learning environment? What are the main challenges to be addressed? What are the key questions and 
areas to focus on in BYOD implementation?  
 
The review identified case studies from the US and UK companies and education institutions, who 
allowed users to bring personal devices as their primary connection on a BYOD framework. The 
majority of research and literature discusses BYOD frameworks for schools and universities in 
education, with little available for review regarding vocational education campuses. Further research 
areas identified include library services support for BYOD on campus and BYOD in VET.  
 

Introduction 

Bring Your Own Device (BYOD) is not a new term; DiMarco (2012) suggests it started to take 
formation as a system in businesses as far back as 2007. BYOD systems and policies are becoming 
increasingly popular in government organisations, businesses and schools, as more employees or 
students expect to be able to connect to existing systems on their personal devices (DiMarco, 2012; 
Hockly, 2013). BYOD allows individuals to use a common network or framework to access information 
and applications via their own devices; it commonly refers to tablets, smartphones and laptops, but 
practically any device with networking capability can be included on a BYOD network (Hockly, 2013).   
Organisations may provide standalone devices such as printers, scanners and wifi, which can be 
‘linked in’ to smaller devices. In recent years, schools and universities have responded to the increased 
usage of tablets and smartphones amongst learners by establishing a ‘minimum technology standard’ 
that specifically encourage the use of personal devices in the classroom for a collaborative and 
integrated approach to learning (Costa Sr, 2013, Hockly, 2013, CDW-G, 2012).  
 

Users 

Recent surveys indicate that 44% of Americans own a smartphone (increasing 35% in 12 months), 
with 67% of 18-24yos and 71% of 25-34yos being smartphone users (Ansaldi, 2013, Miller et. al, 
2013). Approximately 71% of smartphone users have used their personal device in the workplace. In 
comparison, the 2012-2013 ACMA Communications report states that 64.6% of Australians own a 
smartphone, putting Australia ahead of the UK, USA Germany and France in personal device 
ownership (ACMA, 2013).  
 
Hockly (2012) suggests there is a trend in the USA and UK for educational institutions to introduce 
BYOD into existing technology and learning frameworks, especially in schools and higher learning 
organisations with limited budgets.   
 
1: Unknown, proverb in Johnson (2012) 
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Many schools and campuses are recognising that students will bring smartphones and tablets to 
school of their own accord, and by incorporating personal devices into a BYOD network, schools may 
take advantage of these devices when creating learning programs (Hockly, 2012, Leathe, 2012).  
 

Benefits 
Financial savings 
BYOD platforms in higher learning can be used to attract future students and stand out in a 
competitive market (Kennedy, 2013; CDW-G, 2012). The University of York’s BYOD implementation 
saw a massive increase in devices on the network after it was introduced, suggesting students and 
staff would rather access information on their preferred operating system and device (Kennedy, 
2013).   
 
For organisations and institutions on a limited budget, BYOD platforms can greatly reduce the costs of 
management and maintenance of hardware on campus. (Ansaldi, 2013, Moss, 2013). With less devices 
under the management of an organisation, less staff support time, hardware and software 
expenditure, maintenance (including upgrades, repair and replacement), many campuses are 
reporting financial benefits to adopting a BYOD network (Ansaldi, 2013, Costa Sr, 2013, Hockly, 2103). 
Users are responsible for the maintenance and support of their own technology, which Miller et.al 
(2012) suggest allows for a greater attachment and ownership felt by users towards their personal 
devices. The move to BYOD and reduction in organisation-managed devices can also reduce the 
pressure on ICT support and finances greatly, as users become responsible for the management of 
their own device. This allows the department to focus on network connectivity and accessibility, 
upgrades to other areas, and management of tasks unrelated to device support and management 
(CDW-G, 2012).   
 
Whilst financial savings may be seen in the years following the move to a BYOD system, it should be 
noted that integration of personal devices requires organisations to factor in costs for infrastructure 
upgrades, software including Mobile Device Management, and support staff (Ackermann & Krupp, 
2012). While there is a significant reduction in the number of devices that will be managed or owned 
by organisations, Hockly (2013) and Domonell (2014) indicate that education institutions should still 
purchase devices (such as tablets and laptops) for loan from students who may not have the 
opportunity to buy their own or who may be disadvantaged by the BYOD program (Domonell, 2014).  
 
The Gordon College case study from the USA identified an unexpected financial and environmental 
benefit from adopting a BYOD framework: the campus chose to move to a virtual BYOD network in 
order to future-proof and stay ahead of the technology trends in higher learning community colleges. 
The move to a virtual BYOD network lead to significant reduction in energy output and costs, leading 
to a saving of approximately $60,000 per year (Leathe, 2012).  
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Learning improvements 
Research studies focusing on education institutions that have already adopted BYOD platforms as part 
of their learning tools have noted students display increases in learning and engagement, 
communication skills and motivation when using their own device in classrooms (Thomas & Bannon, 
2013). Where institutions use student learning management systems such as Blackboard and Moodle, 
BYOD platforms can increase the amount of information and communication amongst students and 
teachers (Johnson, 2012, Violino, 2012). Applications associated with LMSs can also be used in more 
dynamic ways: Turnitin has a supporting web-based app called PeerMark which allows students to 
share, evaluate and comment on each other’s work anonymously via smartphone and tablet devices 
(Raths, 2013). Campus libraries with BYOD capability are developing systems with the expectation 
that users will experience increased motivation and access to a greater amount of information, 
through resources available on apps, ebooks, online journals and knowledge sharing amongst peers 
and experts (Johnson, 2012).  
 
For students with learning difficulties or disadvantages, BYOD offers access to collaborative learning 
and training techniques that can assist them individually (Farrall & O’Connor, 2010).  Devices can be 
tailored by the student to offer the best possible outcome for information and knowledge management 
and learning. Farrall & O’Connor (2010) also suggest that BYOD networks that offer access to time 
management and organisation applications can provide extra support to students who may have 
organisational problems, helping them form a routine and create a study structure that can be 
managed on their personal device outside traditional lesson times.  
 

Challenges to BYOD 
Security 
Miller et.al (2012) believe that security and data leakage is the number one concern in BYOD 
networks, however they state that these worries are similar to the problems and risks associated with 
laptops when they were first introduced to mass consumerism and usage. The multitude of devices, 
their passwords and memory keys, and their accessibility on communal networks make BYOD more 
difficult to manage than standard wifi networks from a security perspective (Miller et.al, 2012; Wood, 
n.d). The increase in devices on a network, and the lack of control over the devices can result in 
malware attacks, breaches to privacy, access to confidential data and inappropriate access to websites 
or applications that directly contravene an organisations ‘acceptable use policy’ (MTI, 2012).  
 
Bandwidth and network access 
BYOD networks typically require a more robust network with greater bandwidth to handle the larger 
number of devices connecting at a similar time. Johnson (2013) highlights the issues that can arise if 
networks have not been upgraded to account for an increase in connectivity, identifying accessibility 
problems and the inability for users to connect to the platform causing major delays and frustration 
amongst users and IT departments. Digital natives and users who expect 24 hour access to the 
internet have a lower tolerance to delays and slow connectivity issues (Miller et.al, 2013; Moss, 2012). 
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Incompatibility of browsers and operating systems, and mobile device management (MDM) problems 
can also result in reduction in accessibility and connectivity for users if they do not have upgraded, 
current or appropriate software and hardware to suit the BYOD platform (MTI, 2012). Developing 
networks that support device-neutral applications and software can overcome these types of 
accessibility issues (MTI, 2012; CDW-G, 2012). Disterer and Kleiner (2013) recommend that 
organisation’s purchase third party MDM software from which will be able to manage and monitor 
devices accessing the system from a remote connection. MDM software run security checks on devices, 
troubleshoot connectivity and incompatibility issues, run diagnostics reports, install applications on 
devices, and in situations where the network may be compromised or is no longer required on a 
device, perform a ‘remote wipeout’ of sensitive data that is the property of the organisation (Disterer 
and Kleiner, 2013; Gartner, 2013; Kennedy, 2013).  
 
Device inequity 
Device-driven networks and learning programs such as BYOD can quickly highlight the inequality 
amongst students and put those who are from lower income or socio-economic background at a 
disadvantage (Domonell, 2014, Ansaldi, 2012). Organisations and campuses adopting a BYOD network 
must take into account not all users have access to the same device models, and that in many cases 
users will not have access to any personal devices at all (Ansaldi, 2012, Hockly, 2013, Domonell, 
2014).  
 
Hockly (2013) and Domonell (2014) suggest overcoming device inequity can be as simple as ensuring 
there is a ‘pool’ of devices available for loan or use on campus for those students who may be 
disadvantaged by the BYOD program.  
 

Implementation and research recommendations 
Network and IT policies 
Development of strong IT and network policies that outline the responsibilities and expectations of all 
users and the campus on the BYOD system is vital to ensuring users understand what they can and 
can’t do (Ackerman & Krupp, 2012; Moss, 2013; Violino, 2012). Johnson (Oct 2012) recommends that 
BYOD policies be included in student handbooks, on the website and available for download before 
access to the network is authenticated. Including a requirement that all users must accept the policy 
before joining the network, and registering all personal devices is also suggested as a method of 
enforcing a best practice or standard of use by all users (including guests) (Miller et.al, 2012; Violino, 
2012; Moss, 2013; CDW-G, 2012). Devices can be registered on a BYOD system through MDM 
software; when a user logs on to the system their access credentials are scanned through the software 
and verified, along with their level of access to applications and data (Moss, 2013). Guests and visitors 
would require the least amount of access (possibly just the ability to use wifi), with students and staff 
having more privileges (Violino, 2012).  
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IT systems: network access, security and risk management 
Much of the implementation of BYOD centres on changes to IT policies, upgrades to the network and 
securing of sensitive and privacy information on devices. Mobile Device Management (MDM) software 
is recommended to provide security and encryption for data that will be transferred and uploaded 
onto personal devices (Moss, 2013; Gross, 2012). Gross (2012) explains that MDM is a vital 
component in data security and privacy, providing a method of protecting sensitive information that 
may be available on the network and restricting it on devices. Disterer and Kleiner (2013) suggest 
organisations should conduct “an audit of the impact the chosen product will have on the rest of the IT 
infrastructure” (52). The 2013 White Paper from Gartner offers a full analysis and comparison of MDM 
software available, with implementation and planning recommendations (Gartner, 2013). Disterer & 
Kleiner (2013) note that products which should be investigated for consideration include Airwatch, 
Zenprise and MobileIron.   
 
Futhermore, using a virtual private network (VPN) or cloud storage solution can increase security, 
with cloud storage able to partition data to enable multiple users to access the same information 
without privacy concerns (Miller et.al, 2012; Disterer & Kleiner, 2013). Encrypted user access 
authentication and monitoring of device pairing is central to protection of information and limitation 
of risk to the network via malicious software (Moss, 2013; Miller et. al, 2012; Gross, 2012; CDW-G, 
2012; Rubin, 2013). Rubin also suggests that BYOD networks should be designed to support single 
users with multiple devices logged on the network at the same time: this suggests creating an 
authentication process that allows a user to log in to the system more than once at any given time 
(Rubin, 2013). 
 
The BYOD network will require higher bandwidth and accessibility for users; the CDW-G White Paper 
(2012) suggests campuses review their current coverage map and provide extra coverage to areas not 
traditionally seen as necessary for connectivity, such as sports fields, hallways and carparks. Networks 
should ensure bandwidth is managed and allocated depending on the level required; for example, 
smartphones require less bandwidth and connectivity than laptops. Similarly, CWD-G suggests 
bandwidth management can extend to increasing or limiting the network connectivity based on peak 
service times and locations (CWD-G, 2012).  
 
Training and testing 
The University of York case study identified the necessity for all staff, not just the ICT department to 
undertake training and be a part of the testing stage of the BYOD implementation (Kennedy, 2012).  
Staff will be expected to use and provide support for other users on the network, especially if 
classroom programs will be updated to incorporate personal device use (Hockly, 2012). Training for 
BYOD devices should incorporate multi-platform devices and operating systems, including Apple, 
Android and tablets (Kennedy, 2012). Thomas and Bannon’s (2013) research study of teacher 
perceptions of smartphones identified that many of the teachers’ concerns (mainly disruption of 
lessons due to personal devices) were the result of a lack of confidence or proficiency on devices 
themselves.  
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Once staff became more comfortable using devices and were aware of the types of applications and 
software that could benefit the class, they were more embracing of student smartphone use (Thomas 
& Bannon, 2013). During their training and implementation stages of BYOD rollout, the University of 
York recognised that ICT staff would have excessive workloads if they were expected to take on all 
responsibility for staff training and student support, whilst also managing the BYOD network and 
technology requirements. (Kennedy, 2012). As a result, the majority of customer support and 
troubleshooting was managed by the Student Services and Information Services teams (Kennedy, 
2012). BYOD support was restricted to assisting students and staff with issues relating to the systems, 
applications and devices that were managed by the campus only, placing responsibility for personal 
devices and applications back on the user (Kennedy, 2012).  
 
Launching a new BYOD system can take time, and be difficult for some staff or teachers to fully accept. 
To encourage the support and use from those who may struggle with initial integration, a gradual 
rollout of BYOD capabilities can alleviate stress and also allow the platform to be fully tested and 
issues to be fixed quickly (Hockly, 2012; Ackerman & Krupp, 2012). For campuses that are unable to 
develop a fully integrated BYOD platform that incorporates classroom collaboration, Violino (2012) 
suggests that higher learning institutions would still benefit from creating a minimum standard BYOD 
network that allows students to access the learning management system and content management 
system from their personal device, but not specific, dedicated learning tools and programs. This 
adoption also allows the organisation to consider an extension of the network in the future when they 
are in a better position to take on the full integration and BYOD implementation (Violino, 2012).  
 

Conclusion 
The major considerations when considering implementing BYOD can be summarised as: 

• Financial savings with organisations not having to provide hardware on campus 
• Some student learning improvements with increased communication 
• Issues with IT security, bandwidth and network infrastructure 
• Issues surrounding support to non SOE devices 
• Device inequity amongst students of lower socio-economic background. 

BYOD development and planning should include a thorough audit of existing ICT infrastructure and 
the impact that a move towards BYOD may have on support staff and infrastructure (Disterer & 
Kleiner, 2013).  
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