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ASSUMPTIONS 
 

• The department is responsible for its own information security measures. 
• Windows 7 is the operating systems on all personal computers provided by 

the department.  
• Staff numbers total between 150 – 200 persons, part-time, contract and 

full-time. Numbers are likely to fluctuate frequently due to changes in 
personnel. 

• Building security is provided by a third-party, however restrictions and/or 
preferences for security are at the discretion of the government 
department. 

• There is no other company or department sharing the building. 
• The website is maintained by the state government (one part of a main 

website), however information that is added/deleted is provided by 
department representatives according to the WA government website 
standards and guidelines (Department of Finance, n.d). 

• Information/archives may be stored offsite by third-party contractors, 
providing they are approved and cleared for security. 

• The server is currently in the building.  
• The IT budget and strategies must adhere to the standards for all 

departments and must be approved. 
• Resources costs are estimated based on an average hourly rate of $50; 

this has been chosen to take into account minimum hourly rates of 
approximately $21 per hour and maximum hourly rates of approximately 
$80 per hour.  

• Hourly rates for third-party persons have not been estimated or included, 
however it can be assumed that they would exceed the $50 per hour rate 
for internal staff in some instances (many would in fact offer a low-cost 
alternative for management of systems).  

• ‘Loss of productivity’ equates to approximately five hours of work, 
minimum. It is assumed that failure in external/internal systems, corruption 
of systems due to software attacks and/or human error, and accidental 
deletion or moving of files will result in a loss of productivity. 

• No final figures have been provided for cost estimation. The ‘relative costs’ 
instead outline basic components that should be taken into account when 
budgeting for risk strategy.  

• All components included in the ‘relative cost’ estimation can be found in 
standard IT budgets.  

 



Information security is constantly evolving to counteract the latest in cyber 
attacks and general threats. Risk management strategies and policies should 
be regularly monitored and tested in order to ensure that they meet the 
requirements for current information security constraints. (reference here). 

The aim of this briefing is to identify threats to department assets, and  
strategise cost-effective and efficient counter-measures for management of 
risks to information security.  

The Western Australian state government recognises and understands the 
importance of information security and risk management. The Department of 
Finance will ensure that all information security risk management protocols 
and strategies will be created in accordance with the following Quality 
Assurance Standards: 

• AS/NZS ISO/IEC 27001:2006, Information technology – Security 
techniques - Information security management systems – 
Requirements.  

• AS/NZS ISO/IEC 27002:2006, Information technology – Security 
techniques – Code of practice for information security management.  

• ISO/IEC 27005, Information technology – Security techniques – 
Information security risk management.  

(“Cyber security”, n.d). 

 

Threats to Assets 
The threats that have been outlined in this brief are based on the expected 
vulnerabilities and risks outlined in Whitman and Mattord (2009, 40-63). They 
represent a broad outline of the most common and easily identifiable threats 
to information security in government agencies and corporations. The types of 
threats that have been covered in detail in the diagram are summarized 
below: 
 

• Software attacks 
• Theft (physical theft of media) 
• Human Error 
• Failure of hardware/software 
• Deviation in quality of service 
• Technological obsolence (antiquated/outdated technologies) 
• Deliberate acts of sabotage or vandalism 
• Forces of nature 
• Compromises to intellectual property 
 
(p. 40 – 63; 137) 
 
 
 
 



Aims of security – prioritisation of risk 
 
Threats have been included in the diagram according to prioritization of 
likelihood and relative risk, grouped within their security aim (Confidentiality, 
Integrity, Availability). (Whitman and Mattord, 2009, 9-11).Threats that may 
affect more than one security aim have been allocated their own colour. In the 
case of ‘software attacks’, it has been positioned in the middle of the diagram 
in order to illustrate its relationship with all three aims of security; however it 
should be noted that it is actually the top priority for information security and 
management due to the increase and repetition of malware attacks (Credit 
Union Journal, 2011). ‘Antiquated and outdated technologies’ has been 
identified as a threat to both Integrity and Availability; in the case of ‘Human 
Error’ this brief has identified that it may cause possible risk to Availability 
(depending on the type of error). 
 
Likelihood of risk 
 
The likelihood of a risk occurring has been calculated based on a ranking from 
0.1 (LOW) to 1.0 (HIGH). (Whitman and Mattord, 2009, 137). Rankings were 
determined based on the probability that the threat would occur, as Amancei 
(2011) discusses in his article (155).  
 
Threats have been colour-coded according to their likelihood score: 0.1 – 0.3 
= LOW (Green); 0.4 – 0.6 = MEDIUM (Orange/Amber); 0.7 – 1.0 = HIGH 
(Red).  
 
Effect of counter-measures 
 
The counter-measures that have been chosen in this briefing follow the risk 
management strategy outlined in Whitman and Mattord (2009). Counter-
measures fall under the following four headings: 
 

• Acceptance: understanding the risk will occur and not taking measures 
to avoid/reduce it 

• Aversion/Mitigation: taking steps to reduce the risk outcomes and 
likelihood 

• Contingency: providing a plan for management of systems if the risk 
occurs 

• Transference: outsourcing the management of the risk to external third-
parties. (145-149). 

 
The International Information Systems Security Certification Consortium 
[(ISC)2] (in US Newswire, 2007) recognizes that strategies involving security 
identify Policy (P) and People (PP) as more important and effective than 
Technology (T) in management of threats and vulnerabilities in information 
systems and assets. With this in mind, the strategies outlined in this briefing 
for handling information security risks dedicate significant time and budget 
towards the development of effective policy, procedures and training of staff in 
best practice guidelines (“Model policies”, n.d). 


